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CONSULTANCY MEETING FOR THE BUREAU OF THE INTERNATIONAL NETWORK
FOR NUCLEAR SECURITY TRAINING AND SUPPORT CENTRES (NSSC Network)

Vienna, Austria

25 — 27 September 2018

Chair’s Report




The Chair’s Report on the 2018 Consultancy Meeting for the Bureau of the International Network
for Nuclear Security Training and Support Centres (NSSC Network)

Vienna, Austria

25 — 27 September 2018

A Consultancy Meeting for the Bureau of the International Network for Nuclear Security Training and
Support Centres (NSSC Network) under the Nuclear Security Plan 2018-2021 was held in Vienna, Austria
from 25 — 27 September 2018. There were 8 participants from 8 Member States, as well as 10 IAEA staff.
The objectives of the meeting were:
- To receive an update on IAEA activities with nuclear security support centres (NSSC);
- To review NSSC Network information management tools and discuss key NSSC Network
activities in best practices; :
- Receive progress reports on the implementation of the Action Plans for the three Working Groups;
- Discuss cooperation with the International Nuclear Security Education Network (INSEN);
- To receive updates on the ongoing projects at the IAEA Division of Nuclear Security and to
discuss the opportunities for the NSSC network to contribute to such activities;
- Discuss NSSC network cross-cutting activities, and;
- Discuss preparations for the 2019 Annual Meeting.

BACKGROUND

The objective of the IAEA Nuclear Security Plan is to contribute to global efforts to achieve effective
nuclear security, by: establishing comprehensive nuclear security guidance and, upon request, promoting
its use through peer reviews and advisory services and capacity building, including education and training;
to assist in adherence to, and implementation of, relevant international legal instruments, and in
strengthening the international cooperation and coordination of assistance; and to play the central role and
enhance international cooperation in nuclear security, in response to the priorities of Member States
expressed through the decisions and resolutions of the Agency’s Policy Making Organs.!

An effective national nuclear security regime requires the provision of capabilities to prevent, detect and
respond to criminal or intentional unauthorized acts involving or directed at nuclear material, other
radioactive material, associated facilities, or associated activities. For these capabilities to remain effective
over the long-term, they should be developed systematically with sustained coordination among and
commitment by relevant stakeholders and competent authorities in the state. > Each organization should
allocate sufficient human, financial, and technical resources to carry out its nuclear security
responsibilities and to routinely conduct maintenance, training, and evaluation to ensure the effectiveness
of nuclear security systems.

In recent years, requests for IAEA support in developing, implementing, and sustaining an effective
national nuclear security regime have increased significantly. Based on these requests and drawing from
the experience of certain states, the IAEA developed a concept for the establishment and operation of a
national Nuclear Security Support Centre (NSSC) as a means to strengthen the sustainability of nuclear
security in a state. The role of an NSSC is to support competent authorities, authorized persons, and other
organizations with nuclear security responsibilities in sustaining the national nuclear security regime, at
both the national and operational levels, through programmes in human resource development, technical
support, and scientific support. In realizing these objectives, an NSSC also fosters nuclear security culture
and enhances national coordination and collaboration among the various competent authorities involved
in nuclear security.

I GOV/2017/34/Rev.1
2 See IAEA Nuclear Security Series No. 20: Objective and Essential Elements of a State’s Nuclear Security Regime



The NSSC concept was presented in IAEA TECDOC 1734, “Establishing a National Nuclear Security
Support Centre,” which was initially developed as a proof of concept draft document in 2007 and
ultimately published in 2014. The International Network for Nuclear Security Training and Support
Centres (NSSC Network) was established by consensus in February 2012 at a meeting of IAEA Member
States in Vienna to facilitate sharing of information and resources and to promote coordination and
collaboration among states with an NSSC or those having an interest in developing a centre. The NSSC
Network also includes states that have no plans to develop an NSSC but wish to benefit from other states’
experience in this area.

The aim of this meeting is to review the status of implementation of the NSSC Network and move forward
with efforts to make the Network a stronger resource for States.

OPENING

The meeting was opened by Mr Jason Tierney, Section Head, Programme Development and International
Cooperation Section, Division of Nuclear Security, IAEA. Mr Tierney noted several major milestones in
2017-18, including the adoption of the Agency’s Nuclear Security Plan for 2018-2021. Mr Tierney
commended the Network on making further progress in becoming a stronger community of practice,
including through the activities of the Task Force on Development of NSSC Network Information
Management Tools and through the revision of IAEA TECDOC 1734. Lastly, Mr Tierney encouraged all
participants to actively contribute to meeting and to ensure that the NSSC Network members are involved
and contribute to implementing decisions taken during the Bureau meeting.

Mr Aleksejus Livsic, Chair of the Network, then greeted the participants and presented the draft agenda
of the meeting (see Attachment 1) for acceptance. He also outlined the objectives for the meeting. The list
of meeting participants is included as Attachment 2.

DISCUSSIONS AND FINDINGS

Following the opening and welcoming remarks, Mr Conner then offered the IAEA’s views on the role that
NSSCs can play in sustaining the national nuclear security regime. He also outlined TAEA activities that
support sustainability and highlighted objectives and activities in regional cooperation among NSSCs. Mr
Conner also informed Bureau about the outcomes of the IAEA General Conference and, in particular,
about the successful side event dedicated to the sustainability of the nuclear security regime. The event
contributed to the promotion of the NSSC Network among IAEA Member States, among other
achievements. Mr Conner also informed the participants that IAEA Nuclear Security Series document No.
30-G, “Sustaining a Nuclear Security Regime,” was published in the summer of 2018 and he encouraged
participants to make use of it. Ms In Young Suh of the IAEA also presented on new training tools being
introduced and new e-learning modules developed by the IAEA Division of Nuclear Security.

Next, the chairs of Working Groups A, B, and C briefed the members of the Bureau on the status of the
implementation of the 2018 - 19 Action Plans (see Attachment 3). Working Group A highlighted several
key activities, including progress already made by some Members of the Network during 2018 to conduct
technical exchanges, including through sub-regional networks. The Bureau agreed that the planned NSSC
technical exchange visit programme to be initiated in 2019 - 20 should contribute to achievement of the
overall NSSC Network objectives and should not be considered as an end unto itself. Working Group B
highlighted its plans to develop best practices case studies following on the structure and content of the
revised TECDOC 1734. In particular, Working Group B plans to focus first on case studies dedicated to
each of the three NSSC core functional areas— human resource development, technical support and
scientific support. Working Group C called attention to a persistent challenge in encouraging individual
members of Working Groups to contribute to the implementation of Action Plans and in encouraging other
NSSC Network Members to update data into the NSSC Network Database and Calendar hosted on the
IAEA NUSEC Portal. The Bureau agreed that attention should be paid to ensuring that Members make
updates regularly, otherwise the Network’s information management tools will suffer from inaccurate
data. Inaccurate data, in turn, could cause users of these tools to make reach false conclusions or incorrect



assumptions.

Ms In Young Suh of the TAEA then briefed the NSSC Network Leadership on release of the 2™ issue of
the NSSC Network Newsletter which is already available. Ms Muzna Assi, Working Group C Chair, also
presented an updated analysis of the Network Information Management Tools put forward several
proposals for improvement. Following further discussion of this analysis, the Bureau also agreed to put
additional efforts to remind all NSSC Network Members to update information in the Database and
Calendar.

Ms Patricia O’Brien, Working Group B Chair, then reported to the Bureau on progress that has been made
in revising TECDOC 1734. The body text of the document is mostly complete and development of various
Annexes for the document is in progress. Mr Conner added that the IAEA had piloted certain Annexes
(templates) of the revised TECDOC during an NSSC Expert Mission to the Philippines in July 2018 and
received positive feedback. A final draft will be presented to the NSSC Network Members at the 2019
Annual Meeting to be held in China, with official publication planned for later in 2019.

To close day one, Mr Livsic presented the outcomes of the Ad-hoc coordination meeting held with INSEN
leadership in July 2018. Both networks agreed to continue cooperating to define the objectives and
priorities of collaboration, taking into account important differences in mission, objectives, membership,
and practices between the two networks. Among others, the two networks have agreed on the following
next steps: the leadership of both networks will serve as primary points of contacts for any collaboration;
the leadership will draft Terms of Reference, or similar document, which should provide clear framework
for joint activities, and lastly; the Networks will continue discussions to identify the scope and objectives
for collaboration within two ad-hoc working groups (HRD and Nuclear Security Culture).

On the second day of the meeting, the Network Bureau received a series of presentations and held technical
discussions with a number of technical officers from the IAEA Division of Nuclear Security (NSNS). Mr
Robert Larsen and Ms Assel Khamzayeva presented the use of virtual 3-D model facility Shapash in JAEA
Insider threat training courses. They also highlighted the possibility of using the 3D model for other types
of training courses, as well, due to its flexibility and customizable features, and expressed interest in
collaborating with NSSCs to further test and improve the model. In particular, the TAEA is seeking for
NSSC support in testing the current tool for any software bugs or glitches, as well in getting feedback on
their experience in piloting the model in other types of training courses held in 2019 —20. The beta version
of the tool is available for distribution to NSSCs with interest and capability for participating in the beta
testing programme, subject to agreement on certain conditions of non-disclosure and approved use. The
Members of the Bureau agreed that the beta testing programme for the Shapash 3D model should be
highlighted at the 2019 Annual Meeting and that the 3D model could also be considered for use in an
interactive session during the meeting.

Next, Ms Alessia Rodriquez y Baena and Mr Rene Schlee presented on the IAEA’s activities in the area
of security of radioactive materials and associated facilities. All participants exchanged their views on the
NSSC Network’s possible involvement in providing sustainability support services in this area. Mr Conner
informed the Bureau that the TAEA will host an international workshop on security of radioactive materials
and associated facilities (RMS) for NSSCs in Q3 2019. The IAEA and the Bureau had identified this as
an area of technical need for NSSC Network members through analysis of data gathered in the NSSC
Network Database and Calendar. During the workshop, the Agency will aim to share information with
NSSCs on programmes in RMS and discuss needs and gaps for further development of resources for
NSSCs in this area, among other objectives.

In the afternoon, Ms Anne Mc Quaid presented on the IAEA instructor-training curriculum for Front-Line
Officers (FLO) that had been developed and piloted at a Regional Training Course hosted by the Malaysia
NSSC in 2018. This curriculum will also be delivered at an International Training Course to be held in
China in November 2019. The course materials were prepared using the Systematic Approach to Training
(SAT) and are available for use by States through participation in either the RTC or ITC. The TAEA plans



to continue hosting these instructor development courses in the years to come, with NSSC instructors as a
primary target audience. The Agency hopes that NSSC instructors who participate in these courses will
not only be able to help introduce and lead the curriculum at a national level through their respective
centres, but also will be available to contribute as instructors at future TAEA training courses in this area.

Mr David Smith then presented information on objectives and key activities of the IAEA Network of Front
Line Officers (FLO Network), including the upcoming First Annual Meeting of the FLO Network. The
participants discussed how best to ensure the NSSC Network and FLO Network achieve effective
collaboration and coordination and avoid any unnecessary overlap or duplication of effort.

Mr Chon Iamsumang and Mr Tyrone Harris then wrapped up day two by presenting on activities and
projects run by the NSNS detection science and technology team. The team has a number of Coordinated
Research Projects (CRP) and other ongoing activities related to development detection equipment that
could be of particular interest to NSSCs focusing on operation and maintenance of detection equipment.
The Bureau agreed to promote active NSSC participation in the projects discussed, including through the
NUSEC portal and possibly at the 2019 Annual Meeting.

The final day of the meeting was dedicated to discussions on prioritizing and planning cross-cutting NSSC
Network activities in 2019 — 20. One such priority, which can contribute to the effective development of
NSSCs that are currently in the planning phase and to cooperation among centres on the regional and sub-
regional level, is establishment of the NSSC Network technical exchange visit programme. The
participants discussed notional objectives and plans for this programme in 2019 — 20. First steps include
development of customized guidelines and templates by Working Group B and identification of needs for
programme let by the Secretariat and Working Group C through analysis of data in the Network
information management tools. The Bureau agreed to brief the broader NSSC Network membership on
progress made on these preliminary steps at the 2019 Annual Meeting.

The Bureau also discussed a wide range of other key activities for 2019. The participants agreed that
further development of the Information Management Tools will remain a key priority for the NSSC
Network, and the TAEA Secretariat agreed to host another Consultancy Meeting (CM) of the Task Force
for Information Management Tools in Q1 2019. CMs for the beta testing programme of the Shapash 3D
model will likely be held in Q2 and Q4 and will be oriented toward participation from NSSCs and other
institutions participating in that programme. The IAEA will also apprise the NSSC Network of a detection
equipment-testing workshop, focused on backpack radiation detection systems, that it plans to host in Q2
and make open to NSSC participation. In Q3 2019, the IAEA will host the aforementioned international
workshop on RMS for NSSCs. The TAEA will update the Network on planning and implementation of
this workshop at the Annual Meeting. The 2019 Bureau Meeting will also be held in Q3 2019. Lastly,
pursuant to long-term NSSC Network objectives, the IAEA will also consider hosting another CM on
NSSC Best Practices, to be led by Working Group B in Q4 2019.

Finally, the Bureau reviewed all discussions during the meeting and discussed plans for the 2019 Annual
Meeting to be held in China, including both logistics and technical content for the meeting.

All presentations and related materials from this meeting will be made available for download on the
Nuclear Security Web Portal/User Group NSSC.

CONCLUSION

The meeting having successfully completed its objectives, Mr James Conner of the IAEA thanked the
participants for their fruitful discussions and contributions and closed the meeting.

The meeting was adjourned at 15:00 on Thursday, 27 September 2018.



Attachment 1: Meeting Agenda

and Surg

AEA | NSSC Network

(NSSC Network)

25 - 27 September 2018
Vienna, Austria
VIC M Building, Room M0E24

Tuesday, 25 September 2018

09:30 — 09:40

09:40 — 09:50

09:50 — 10:30

10:30 — 11:00
11:00 — 11:30
11:30 — 12:00

12:00 — 12:30

12:30 — 13:30

13:30 — 14<00

14:00 — 15:00

15:00 — 15:30

15:30 — 16:15

16:15 — 17:00

Welcome and Introductions
M Jason Tierney, Section Head, Programme Development and International
Cooperation Section, IAEA

Presentation of Meeting Objectives, Adoption of the Agenda
Mr Aleksejus Livsic (SBGS/NSCOE), Lithuania, N etwork Chair

Update on IJAEA Activities with NSSCs
My James Conner and Ms In Young Suh, Division of Nuclear Security, IAEA

Status Update from Working Group A
Mr Zhenhua Xu (SNSTC/ COE), China, WG A Chair; Mr Maurice Ndontchueng
Moyo (NRPA), Cameroon, WG A Vice Chair

Break

Status Update from Working Group B
Ms Patricia O'Brien (DOE/NNSA), U.S.A., WGB Chair; Mr Surtk Bxnuni
(NRSC), Armenia, WG B Vice Chatr

Status Update from Working Group C

Ms Muzna Assi (LAEC), Lebanon, WG C Chair; Ms Boonchawee Srimok (OAP),
Thailand, WG C Vice Chair :
Lunch Break

Review of Draft NSSC Network Newsletter Issue 2
Ms In Young Suh, IAEA

Review of NSSC Network Information Management Tools: Common
Calendar and Database

Facilitators: WG C Chair and Vice Chair

Break

Update on Revision of IAEA TECDOC 1734
WG B Chair; IAEA

Update on NSSC Network Ad Hoc Coordination Meeting with INSEN
Network Chair; WG A Chair

Wednesday, 26 September 2018

09:30 — 09:40

Recap Day 1

Consultancy Meeting for the Bureau of the International
Network for Nuclear Security Training and Support Centres
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09:30 — 11:00

11:00 — 11:30

11:30 — 12:30

12:30 — 13:30

13:30 — 15:00

15:00 — 15:30

15:30 — 17:00

Mr James Conner, [AEA

Technical Briefing and Discussion: Use of Shapash 3D Model for
Insider Threat Training
My Robert Larsen, Ms Assel Khamzayeva, and Ms In Young Suh, IAEA

Break

Technical Briefing and Discussion: International Workshop on

NSSC Programmes in Security of Radioactive Material and Associated
Facilities

Ms Alessia Rodriguez y Baena, Mr Rene Schlee, and Mr James Conner, IAEA

Lunch Break

Technical Briefing and Discussion: Detection of Material Out of

Regulatory Control (Part I)

Ms Anne McQuaid, IAEA and Mr Dave Smith, IAEA

- International and Regional Front Line Officers Instructor Training on
Nuclear Security Detection

- International Network for Front Line Officers (FLO Network)

Break

Technical Briefing and Discussion: Detection of Material Out of

Regulatory Control (Part II) _

Mr Chonlagarn Iamsumang and Mr Tyrone Harris, I4EA

- Radiation Detection Equipment Networking Software Development and
Deployment :

- Training Radiation Portal Monitor Development and Deployment

- Equipment Testing Workshop for NSSCs

Thursday, 27 September 2018

09:30 — 11:00
11:00 — 11:30
11:30 — 12:30
12:30 — 13:30
13:30 — 15:00

Discussion: Developing a NSSC Network Technical Exchange Visit
Programme
Facilitators: Network Chair and Vice Chair; IAEA

Break

Discussion: Prioritizing and Planning Cross-Cutting NSSC Network
Activities in 2019 — 20

- Best Practices

- Information Management Tools

- Technical Exchange Visit Programme

- Other?

Lunch Break

‘Wrap-up

- Final Discussion on Network Priorities and Updating Work Plans
- Preparations for 2019 Annual Meeting

- Chair’s Report

- Closing Remarks






Attachment 2: List of Meeting Participants

PARTICIPANT
COUNTRY
No. / Title Last Name
ORGANIZATION First Name
11 Armenia Mr Bznuni, Surik
2 Cameroon Mr Moyo, Maurice Ndontchueng
3. China Mr Xu, Zhenhua
4. Lebanon Ms Assi, Muzna
5. Lithuania Mr Livsic, Aleksejus
6. Pakistan Mr Hagq, Inamul
7/ Thailand Ms Srimok, Boonchawee
8. United States of America Ms O’Brien, Patricia
9. IAEA Mr Conner, James
10. TAEA Mr Harris, Tyrone
11. TIAEA Mr Tamsumang, Chonlagarn
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12. IAEA Ms Khamzayeva, Assel

13. IAEA Mr Larsen, Robert

14. IAEA Ms McQuaid, Anne

15. IAEA Ms Rodriguez y Baena, Alessia
16. 1AEA Mr Smith, David

17 TAEA Ms Suh, In Young

18. IAEA Mr Tierney, Jason




APPENDIX 2: EXAMPLE NSSC INSTITUTIONAL MODELS

Based on a States’ NSSC Feasibility Report, Member States should adopt an institutional structure model
tailored to its needs and resource limitations in lieu of an established rigid, pre-determined structure. As
an example, some Member States may have budgetary constraints, relatively small nuclear programs or
specific concerns related to nuclear security. In this case, the nuclear security efforts can be focused
mainly on staff training and awareness.

After a State has determined available resources for and gaps in sustaining their national nuclear security
regime and conducted a preliminary assessment of whether these gaps may be effectively addressed
through establishment of an NSSC. States will determine whether to (1) establish a new institution, (2)
enhance existing institutions, or (3) establish a network of institutions. When determining which of these
three approaches will best meet the States’ needs, they should consider the advantages and disadvantages
of each institutional structure model outlined below.

Establish a New Institution

Establishing a new institution will require significant infrastructure and resource costs. These costs may
be reduced if the State chooses to refurbish an existing building instead of constructing a new building.
Costs may also be reduced if personnel are pooled from existing organizations when nuclear security
regime responsibilities are simply being consolidated under one new NSSC organization. The new
institution should consider a centralized or decentralized approach and, when applicable, incorporate
virtual institution options. As an example, a State can consolidate management of all human resource
development, technical and scientific support services within one new institution. In the centralized
NSSC institutional structure model, the operational-level resources would also be consolidated within the
new facility. In the decentralized NSSC institutional structure model, the operational-level resources
would remain within their current facilities and nuclear security regime support would be coordinated
through the parent organization (i.e., regulatory body, research institution, etc.). An additional option
may be to provide some services virtually. As an example, some human resource development training
courses may be provided in a virtual network and final exams may be proctored to confirm knowledge
has been transferred and learning objectives have been met.

Enhance Existing Institutions

Enhancing existing institutions will not require the significant infrastructure and resource costs associated
with establishing a new institution; however, the disadvantages associated with this approach are detailed
in the decentralized option of the institutional structure model section below. The maturity of the core
functions which will address the States’ nuclear security regime sustainability goals will determine the
resources necessary to enhance existing institutions. The State will also need to establish clearly defined
roles and responsibilities as well as communication protocols. This will require a program to continually
evaluate and improve the performance of these communication protocols and validate their effectiveness.



Establish a Network of Institutions

Establishing a network of institution may be a combination of national resources supplemented by
resources form the NSSC Network. The infrastructure and budget requirements will be determined by the
balance between the national and international resources utilized. The State should consider all
institutional structure models when determining the most effective balance of resources.

Institutional Structure Models

Member States should consider all of these institutional structure models and determine which, if any,
will meet both their budgetary constraints and nuclear security requirements. The institutional structure
model adopted may be a combination of those aspects of each institutional model which apply to their
unique requirements.

CENTRALIZED B

Single location or management structure with direct
responsibility for NSSC activities.

Advantages: Disadvantages:
» Reduced infrastructure and resource * Increased bureaucracy
costs, improved logistics efficiency (slow, consolidated
» Streamlined institutional decision-making may
i goals/objectives messaging disrupt workflow)
« Standardized policies and procedures

(i.e., certification and licensure)

R S

DECENT Definition:

Two or more facility locations and multiple agencies or
distinct management structures with direct responsibility for

NSSC activities based on areas of expertise and capabilities.

Advantages: Disadvantages:

» Streamlined decision making » Increased facility

» Improved innovation, activities infrastructure and
completed by subject matter experts human resource costs

« Improved stakeholder engagement » Increased collaboration

including communities of practice issues




Utilizing NSSC Network resources based on regional access or
areas of expertise and capabilities.

« Reduced infrastructure and « Reduced response efficiency
resource costs (i.e., reliance on the availability
» Improved ' of NSSC resources)
solutions/outcomes (i.e., « Development of national-level
activities completed by capabilities not addressed
international experts) : :

B

An organization linked by information technology to share
skills, access to resources and costs.

: B
» Reduced infrastructure and resource
costs issues
* Improved innovation in * Increase software/
implementation (i.c., training can firmware costs
be conducted just-in-time as '
needed)




unusunAwdnmsUses/eva Tuldusslovd

YOI/ NANGAS

Tae.__yad favuen

|LﬁnﬂCOP2

....... L B e et et bt bt

(mwilve) _nsuszruamgiuimsnuweiataiisaduayusaziinausaiunnsiuamiasndens

............... e g L e R e e L. S i ne s Jobbbl NI D U god VL 10l 1l ¢ IoNeN ol LN JRLtle .2

¢ ya o o
seAAANnaTd

. MIsiuuNeauayy NSSC

uHunsTgUslol
wdemainausluly MBI ulsziney | sgeza HASNS/

fdeatos fimainagld | afiusu Had 1597099

iausau‘ﬁayjamamiﬁ Ua. waznsauly TBD sofies | Usenalnelas Ua.

Hedeafunisaiiuay Ussmaiiiendesiuns AavALIA" Tdauswiluns

999 Nuclear Security ANTUNUAUAIY Uuugeguteya

Training and Support Uasadendandes/3ea YBINUNNTT B9

Center (NSSC) UazUSUUR | WASVIUNNITWANY Uszinaaninsni

nshduasununanssu Usingyssninalseine Joyaunldlaly

YpsUszmAvugIutaya PUAR

NUANT

MsUsEguSaUTHAUAY TBD

singq fienadl fumbeaud

Aendes

TaUHUATUTZEY NSSC Ua. Talle S DU uNuASUTZEY

vasUseinalaglguiimig NSSC

AU 1734

o
IUN

aafﬁa uaml% éé’lﬁyor\

(weyguad eEviaen)

o= HANAN bEDe

(URaIaTIN fuio8)
54 avd. SnWITITNTUL

un@d.



